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Topics

e Project’s History
e Symbian and S60
e Apache on S60

e Connectivity

e Mobsites
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History

e “Wouldn’t it be cool to run a globally accessible web server on a
mobile phone?”

e Apache httpd?
 We wanted a real web server.
e Knew that it would generate interest.

e Wanted to be able to use it in current operator networks.
e No specific assumptions on the Network.
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Symbian/S60

e Symbian is quite different from pretty much everything else.
e (++ API.
* Most system services are provided via asynchronous interfaces.
e You initiate an operation, after a while you are called back.

 Threads supported, but primarily you should use a cooperative multitasking
framework with so called Active Objects and Scheduler.

e Microkernelish architecture.

 Scheduler and memory management in kernel; networking and file systems
provided as user-side servers.

* Device drivers run in kernel as loadable/unloadable plugins.
e Message-passing framework provided.
e Straightforward to create your own server.

* S60 is basically a UI and Look&Feel layer on top of Symbian.
e Contains other functionality as well.
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Libc

e Symbian has for many years had a “standard” C library.
e Quite limited.
* Buggy

e First port was implemented on top of it.

* Porting Apache Portable Runtime directly on top of Symbian native constructs
would have been prohibitively time-consuming.

e In the spring of 2007, Open C was introduced.

e A significant share of the functions available in a typical “Linux” environment are
now available.

e libc (47%), libpthread (60%), libm (42%), libdl (100%), libz (100%), libcrypt (100%),
libcrypto (77%), libglib (77%), libssl (86%)

e Work in progress on taking it into use.
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Apache on Symbian/S60
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Porting httpd to Symbian/S60

e Major issues:
e Build environment
e Runtime Structure
e Exporting Data
e Importing Modules
e Security Model

 All of these are either completely different or not supported on Symbian.
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Building for Symbian/S60
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Building for Symbian/S60

Build environment primarily on Windows.
e Some experimental build environments on Linux exist as well.
Emulator but no simulator.
e You can’t run target software on PC, but have to build a separate version.
¢ Tricky with peripherals inherent on current smart phones.
e Rather recently, functioning on-device debugging.
No cross-compilation environment.
e You can’trun configure.
Not a normal build environment.
* NO autoconf, N0 automake, NO regular makefiles.

So all build files must be created manually.
e Symbian’s inf£-files and mmp-files (functionality wise the equivalent of makefiles) must be created manually.
e Header files that typically are generated automatically from . in-files must be created manually.

So, quite different from your regular Linux environment.
e But the situation is not that different from what you have to do on Windows.
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Runtime Structure
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Runtime Structure

e Anything that should be able to run in the background, independently of a UI, must be
turned into a Symbian server.

e Server process.
e Client library.
e Message protocol.

e Client library provides a regular C++ API, using which an application can interact with
the server.

e Synchronously or asynchronously.
e Behind the scenes, the library implements the API by sending messages to the Server.

Client App Server Process

Message
Protocol

Client Library . Message Loop

Process boundary J
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Httpd as a Symbian Server

e Not trivial to turn Apache httpd directly into a Symbian server.
* Extensive modifications would be needed.

e Instead, httpd is run in a separate thread inside the Symbian server.
e From the outside, the process appears as a regular Symbian server.
* From httpd’s point of view, the environment is what it usually is.

Ul httpds.exe

Message < <
httpdc.dll

¥ Message apache_main
Process boundary J

Loop
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Running

* Some client app creates an instance of the class representing the web-server.

RHttpd hHttpd;
hHttpd.Connect () ;

e This starts the server process.
* However, httpd itself is not started before StartServer () is called.

hHttpd.StartServer();

e At that point a secondary thread is created in which httpd’s main is called.

#if defined( SYMBIAN32 )

int apache_main (int argc, const char * const argv|[])
#else

int main(int argc, const char * const argv([])

#endif
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Exporting Data
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Exporting Data

e The actual functionality of Apache httpd is provided by the shared libraries
libhttpd, libapr and libaprutil.

* Partly these (and any imported modules) communicate using global variables.

e In operating system versions prior to Symbian 9.1, DLLS could not contain
static data.

e No static data => no data to export => not possible to use DLLs.

* Executables could (of course) contain static data.

e Consequently, libhttpd, libapr and libaprutil, and all modules, were built as
static libraries that were linked into one big monolith.

* Worked, but rather cumbersome to include/exclude a particular module.
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Exporting Data on Symbian 9.1

* From version 9.1 onwards, Symbian supports static data in DLLs.
* However, exporting/importing data directly cannot be done.
e But exporting/importing functions has always worked.

* So, by turning all exported/imported data into automatically dereferenced
function calls, the limitation can be worked around.
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Declaring Exported Data

* To export a variable, you declare it with a module specific prefix.

APU _DECLARE_DATA extern apr_pool_t *apr hook _global_ pool;

e On some platforms, the prefix is defined differently depending on whether or
not it is the module defining that data that is being compiled.

e That is, whether the symbol should be exported or imported.

. APU DECLARE EXPORT defines which case it is.

e Defined => it’s the module itself that is being compiled.
e Undefined => it’s some code that uses the symbol that is being compiled.

NOKIA

17  ©2007 Nokia  Mobile Web Server / 2007-04-30 / JWi (onnecting People



Declaring Exported Data on Symbian

#if defined (APU DECLARE_EXPORT)
APU_DECLARE_DATA extern apr pool_t *apr_hook _global_ pool;
#else

#define apr hook global pool (*_apr_hook_global pool())
#endif

APU_DECLARE (apr_pool_t **) _apr hook_global_pool();

o If it’s the module defining the variable that is being compiled, then we just
declare the variable.

e Within the module the variable can be accessed directly.
e Otherwise, we define a macro that expands into a dereferenced function call.

e In both cases we declare a function that returns the address of the variable.
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Defining Exported Data

* The definition looks the same on Symbian as elsewhere.

APU DECLARE_DATA apr_ pool_t *apr hook_global_ pool

NULL;

e In addition we have to add the function returning the address of the variable.

APU_DECLARE (apr_pool_t **) _apr hook_global_pool ()

{
return &apr_hook_global_ pool;
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Easy to make operating system neutral.

e Declaration

APU_DECLARE_EXPORTED_DATA (apr_pool_t *, apr_hook global pool);

e Definition

APU_DEFINE_EXPORTED DATA (apr_pool_t *, apr hook_global_ pool) = NULL;

e In all other cases but Symbian these can expand into their current definition.
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Loading Modules
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Loading modules.

e In general, most modules are not built into httpd, but loaded at runtime
according to instructions in httpd.conf.

 First the module is loaded into the process.
e Then a symbol is looked up by name.

e On Symbian, symbols from a DLL can not be looked up by name, but only by
ordinal.

* So, something Symbian specific is needed.

e Requirements

* No changes to how modules are loaded via httpd.conf.
e Minimal changes to existing modules.
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Exporting Symbols

e Typically modules export just one or a few module structures that contain
function pointers to non-exported functions.

e Some modules - e.g. Dav - also exports functions.

* By exporting from each module a function that when given a name can return
the address of the corresponding symbol, we can provide a way for looking up
symbols by name.

apr_status_t ap_lookup_symbol (const char* name, void** symbol);

e Further, if this function is always exported using the same ordinal, we can
make this transparent so that symbols, from httpd’s point of view, can be
loaded by name just as everywhere else.

e Easy to arrange by using the same exports definition file for all modules.
e Modules exporting additional functions need a specific definition file.
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Importing Symbols

e Atypical entry of httpd. conf might be

LoadModule access module modules/mod_access.so

e On Symbian, all binaries must be installed to \Sys\Bin.
e Enforced by the Symbian platform security.
e That is, meaningless to have a path.

e But for compatibility with httpd. conf on other environments, a path is allowed
and ignored.

e In Apache’'s mod_so.c and APR’s Symbian specific dso . cpp knowledge about
the arrangement is injected.

e Function with the specific ordinal is looked up.
* The function is called with the provided name (“access_module”).

e Thereafter everything is just like on every other platform.
NOKIA
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Making it Simple

e Laborious, unwieldy and error prone to do it manually.

e Instead macros are defined in ap_config.h that makes it quite easy to
manually export a symbol from a module.

e Typically only a single line must be added to a module to make it loadable on
Symbian.

e On all other environments it could expand into a NOP.

module AP MODULE DECLARE DATA access module =
};

AP EXPORT 1 SYMBOL (access_module)

NOKIA
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AP_EXPORT _1_SYMBOL(access_module)

e Expands into:

static const ap_export_entry ap export_entries[] = {

{ “access_module”, &access_module }

};

static const int ap_export_entries_count =

sizeof (ap_export_entries) /sizeof (ap_export_entries[0]);

EXPORT _C int ap_lookup_symbol (const char* name, void** symbol) ({
return ap_lookup_ table_symbol (ap_export_entries,
ap_export_entries_count,
name, symbol);
}

- ap_lookup_table_symbol () is a helper that looks up the symbol from the
passed array of structures.
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Platform Security
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Capabilities

* The security model of Symbian is quite different compared to that of other
environments.

e Executables and DLLs have capabilities.
* Different capabilities allow you to do different things.
e Different capabilities require different kind of certificates.
e Least amount of capabilities with a self-signed certificate.
e Largest amount of capabilities with a vendor-approved certificate.
* Fixed at built-time, cannot be changed at runtime.

e A DLL must have at least as many capabilities as the executable that loads
them.

o If a pre-built httpd is given a lot of capabilities, independent 3rd-party developers
must have a certificate that grants as many capabilities.

e If a pre-built httpd is given few capabilities, then independent 3rd-party developers
cannot use more capabilities than that even if their certificate would allow them to.
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Data Caging

e Every application has a private directory of its own.
e No other applications can access files in that directory.
e Safe place for all configuration files?
- httpd. conf, users, etc.
* In principle ves, but how would you edit them in that case?
e An editor with lots of capabilities.
* First mounting the directory using WebDAYV, then editing from another computer.

* For the time being, Apache’s directories are in the public area where there is no
protection of any kind.

* Tricky issue, because what if some trojan would modify the configuration files and
give full access to some perpetrator?

e Read all your SMSs, see who you call and who calls you, find out your whereabouts
and place calls to expensive service numbers.
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Connectivity
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The Basic Problem

e There are NATs/Firewalls between the terminal and the Internet.
e That is, the terminal does not have a name and yvou can’t reach it.

&
7

Web Server

?

Operator
Firewall

Internet
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The Illusion

* In the context of accessing a webserver, the mobile phone appears to have a

domain name. That is, the web site on the phone has a URL.

* For the web browser, the web server and the person browsing, it appears as if

there would be a direct connection.
e Millions of compatible clients.
* “The mobile phone becomes a full member of the web.”

____________________ @E

Browser

Internet
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The Gateway

e Runs on a computer with a static IP on the Internet.
e In our case 212.213.221.246.

e ADNS mapping *.at .openlaboratory.net -> 212.213.221.246.
- john.at.openlaboratory.net —> 212.213.221.246
- bob.at.openlaboratory.net -> 212.213.221.246

Internet NOKIA
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Going Online

* The terminal connects to the gateway and identifies itself, e.q. at john.
e An account must exist at the gateway.
e The terminal is now known as http://john.at.openlaboratory.net.

e The connection exists for the entire time the terminal is online.

Internet NOKIA
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Browsing

e URLs like http://*.at.openlaboratorv.net resolves to the IP address of the
gateway computer (1).

* HTTP request delivered to the gateway (2).

e From the HTTP request headers, the gateway can deduce who the request is
intended for.

e The gateway then delivers the request of the connection opened by the
terminal (3).

____________________ @E

Browser

Internet NOKIA
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Mobile Websites - Mobsites
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Personal Mobsite

By courtesy of
graham@pixel8limited.com

Mobile Web Servers, Mobsites in Manchester by Mobsite Python Server Pages Developer Graham Brosw la 0] x|

File Edit Wew Go Bookmarks Tools  Help

E- > 50 Ql

= @ e |Gl

|| Mokia Connecting Home | | Windows Marketplace

e 3 Mobile Phone Servers and Python Scripting Pages (PSP) Development by

"'::' Graham Brown in Manchester, UK

2008-08-14, 131731

main menu > home | about info

Introducing the Mobile Web Server

—Most recent photo taken:

A port of Apache Web Server to Symbian Series 60
incorporating Python for Series 60 and Mod_Python allowing
dynamic content through the deployment of pages built
upon Python Server Pages (PSP).

you didn't think this mobsite was hosted on a PC.....

Now did you?
Start mobile skyping free Mobile Phones
“ouLib works with all phones, Try it now! The Cnline Source For Mobile Phones
It's free, Cornprehensive Info, And Pricing!

Ads by Goooooaogls Aduattize on this site

Believe it or not, this Mobile Website (mobsite) is hosted on a Nokia
N80 Mobile Phone Server.

That's right. This mobile website (mobsite) is hosted entively on & Mokia N30 which has Python for
=60 installed along with Raccoon which is & port of the Apache httpd web server. For a while
novy, mobilz phones have become more and more powerful yet they have always been clierts to
the internet, bundled with buit-in el browesers for the last few vears which allow the user to
browese the web using their mobile phone. et mobile phones actuslly have more processing
ot ancd RAM built inthan the sereers of the early weeb. So it neturally stands that they are
capable of running mobile sweb server software and hosting their own personsl mobile web stes
(mobsites). This mobsite i= intended to be 5 resource for people who are new to the concept of &
mohile web server, and those who are slready hosting their owen mobstes and as a
communications partal to my Mokia MS0. Here you can:

make the phone take & camera using the built in 3MP camera

zend me messages which automatically get sent ta my inbox, just like any other text
message

wiewy my last 10 received text messages (yes | know that's an incredible amourt of privacy
I'm giving up for the good of computer sciencel)

=ee vital information sbout my Mokia M30's system such as the available free RAM, disk
space or operator signal level

vigwy databsse-driven news fmo-blog (mobile blog) articles which use the internal / buit-in
databaze of the mobile phone

30 &3 you can see, the mobile web server is capshble of giving you total access to the mobile phone
via the internst through & wekb browser anywwhere in the world! t all depends how much privacy

Search this mobsite here:
Use the form below to sither search this mobstts or the
entire weh:

- /

o at.openlaboratory net

ZEARCH

Mabile Server Information:
Maobile Operator: Orange UK

Mobile Metwork Signal Level: 88
Mobile Server Battery Level 100%
Mobile Server Free RAW: 5196096 Bytes

Free Disk space: 107555572 Bytes
Most Recent Text Messages Receive(l/
Message From: +447852492083 ;I

hey u hovweya doin? td my nbr gothiks w noowho
that is

Message From: Carrie
“ery nicel | wasnt expecting one back just
wyondered if you liked mine. That will be getting

nnnnn AR R,

Done

Most recent photo
taken.

Search your
mobsite

Nice to know.

Access to core data:
eText messages.
e(Calendar
eContacts

S KL
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Personal Mobsite

%3 Mobile Web Servers, Mobsites in Manchester by Mobsite Python Server Pages Developer Graham M Ol =]

File Edt Wew Go EBookmarks Tools  Help

E-2-§0Q[

=l @ |Gl

|| Mokia Connecting Home | | “Windows Marketplace

space of operator signal level
* viewy database-driven newes [ mo-blog (mobile blog) aicles which uge the internal § buit-in
datahaze of the mohile phone

S0 as you can see, the mobile web server is capsble of giving you total access to the mobile phone
iz the internet through & web brovwser anywhere inthe sweorld | all depends hows much privacy
ol weant to give up but festures to follow include access to the contact databasze, calendar
including to-do lists and scheduled meetings and memos and location infarmation. 43 s0on a5 |
acolire & bluetooth GPRS maodule you'll even see 5 map an the right detailing my exact location!

» Click here to find out more....

Developments / Mobile Website {Mobsite) Blog:

% piscussion Board Inforr
added / 2006-00-12, 23:46:25

[ Howto have your own mobsite.
adced / 2006-08-12, 00:44:01

[%  Hmmmmm.... what have | been up to today.... well Il tell youlll
adced £ 2006-08-11, 23:13:24

[%  Further Developments

Integration of the o
mobile phone and
the web.

Web-form for
sending messages
directly to the inbox
of the phone.

Hello worl,
adced / 2006-08-10, 23:39:23

Mobsite Communications:

You can use the form belovw to send & message to the mabile web server which will 5o straight
into the inkbox: of the Mokia NS0 just as though I'd received atext message. The text will be from this
mobsite 20 please make sure to include any cortact details if needed so | can get back to you!

suBmIT

Last § Photos taken by request using the link on the right:

.

lime - -]

Message From: Rockworld Jenny
Fancy going to the cinema tonight?

Message From: The Web!
Dude you have the best mobsite ever!

Message From: C
tts a mayhbe ha ha

Message From: Carrie
Ha ha you would have to put the glasses away
and pratect the windows

fr o

Other Mobsite Functions:
et my mokile server to take & picture

Mobsite Important Links:
The Mokia Raccoon Project
Python for SE0

Al About Symbian
Mod_Python for Apache

it Sttpd apache org
Python Server Pages

Ads by Goooooogle

Free Mobile email

emoze will Push your email and
Fit. Easy installation &
Ab=oluiely Free

VWAL £ T O, GO

Advertize on this site

By courtesy of

Done

Interactively
generated content.

R Kl

graham@pixel8limited.com
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Show Your Location

Phone knows
your location.

Map from
Google.

By courtesy of

graham@pixel8limited.com

Mobile Web Servers, Mob: Manchester by Mobsite Python Server Pages Develope: | 5'
File Edt View Favortes Tools Help | o
e Back - '&-) - Iﬂ Iﬂ Lh | /’:j Seatch i~ Folders \Ffr\&ﬂ:avnrites {‘3 | E [_"- év .:; M - J % Llj Dl_ll >

Addressl | j Go ‘Links > | & snaglt |2

Google [C~ EEE

hd | 7 Bockmarks= @44 blacked ‘ ‘;?:’Check hd ‘\AL&%Link - @Settingsv

Mobile Phone Servers and Python Scripting Pages (PSP) Development by
in Manchester, UK

2006-10-15, 08:15:00

main menu > home | about i | hsite i ion info | bsite GPS location | Mobsite Shop

Sharnael Wolverton Mobile Network Admin Mobile Server Information:
Swiftfire Ministries International Apostalic Manage your servers from any Wireless Mobile Cperator: Orange LK
Prophetic Ministry device - 30 day THal! Wasile Network Sigral Level: 95
Ads by Google Advertise on this site Mobile Server Bsttery Level 14%

Mobile Server Free RAM: 6840320 Bytes

Free Diskspace: 1070956544 Bytes
Mobile Web Server GPS Location Information (experimental):

Fun stuff to do with a GPS receiver:
For now (at this present moment in time) the mabile web server cannot access the mobile phone's There's anew craze called Geocaching which is
current location information information Cprovided by AGPS 1think)... but tis able to access blugtodth  where treasure is hidden anywhere inthe world
functionalty. So 've decided to see if it's possible to assertain the location information of the mobile and the GPS co-ords logged onta the official
weh server using GPS information supplied via a blustooth GPS receiver. |t has to be said that I've geocaching webste, All you have to do is find the
gone out and BOUGHT ONE just for this purpozel 2o if everything's working ok you should be ableto Geocache by locating it using the co-ordinates
a map below showing you exactly wwhere my mobile phone is: Sounds easy? it may be harder than you think!

' I -
Map J/[_satelite | [ Hybrid Other Mobsite Functions:
Get my mobile server to take & picture

Mobsite mportant Links:
The: Mokia Raccoon Project
Python for 560

All About Symbian
Mod_Python for &pache
hitp: fttpd . apache.org

Maple Gmﬁ Python Server Pages

Rl

i | L ks by Gooole
I Birch Grove Elm Grove

S.gm-{,,é_luei_s -\

=z
H v Jack Soundirack on
N 1 2 disc CD - Aunty Jack Sings
| - = M Waollongong - available now.
e (3 { moviesearch shoppingeartsplus som
= . 5 &
C@g'@ Ag,l' e . Map ot 2006 Teletias - Terms of Us:

Advertise on this site

REFRESH MAF

It you like what you see in the example above or would like to grab & blustooth GPS receiver for your
own smartphone for satnay of Geocaching then you cant go wrong by checking out the tems
available to buy on eBay by checking out the Mobsite GPS Receiver Shop

-l
@ (TR (ews
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Interactive Content

e Currently the returned website content depends essentially on the

input parameters of the request and sometimes the identity of the
one browsing.

e Often dynamic but there is typically no explicit human participation in the
content generation.

e When the website is personal and resides on a device that is
carried along for most of the time, the situation is different.

e The administrator is always nearby and can participate in the
content generation.

NOKIA
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Interactive Content - Example

Take picture?

Yes NO

1: HTTP Request

&

Ask nicely, and I'll be

.‘._

2: ask owner
to take picture

jane.doe.raccoon.net/take_picture

your interactive
webcam!
-
>

3: HTTP Response e
(picture)
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Context, Location and Time Dependent Content

e In traditional websites the geographical location of the web
server lacks meaning since it never changes and it has no impact
on the returned content.

e With mobsites this is no longer the case as the returned content
may depend on the geographical location and the surrounding
context.

NOKIA
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Linking by Proximity - Mobsite Hopping

L]

1: HTTP Request
john.doe.raccoon.net/proximity|  Eind people in my

vicinity
via Bluetooth!

-
. C}
gatéway f;.ﬂ xeegﬁ
a
?“—-

MAPPING
bdal = jane.doe

People around me:
+ Jane Doe

* A new way for linking websites - they are related because they are

eographically nearby each other.
geograp v v NOIKIA

43 ©2007 Nokia  Mobile Web Server / 2007-04-30 / JWi (onnecting People



Mashups

e Combine data from mobile with data from other sources.
=Iojx]

File Edit Wiew History Bookmarks Tools  Help
[E313 e %)

@ v - @ ﬁ} ‘|_| http: jfraccoon, openlabor atory  net jRaccoononMap)

GOUSIE & Iator restaurant 'l *|b O search - @ "5{ Check - \ Autolink D AutoFill By Subscribe - E Options & @ zekar @ restaurant

RaccoonOnMap™®

Raccoon + Google Maps mashup

USERS
All | Online (1) | Offline (35)

Users:

Abhishia - TechnoBlabber
Last seen : never

Q Ahimanileya Satapathy

Last seen : Feb 6 06:40

@ august
Last seen : Feb 804220

Help

http://raccoon.openlaboratory.
net/RaccoonOnMap

How to add vourself to RaccoonOnhdap?

About | Contact | Site Terms | Privacy Policy | Forum

e NOIKKIA
(onnecting People
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Web UI

e Smartphone UIs pretty user friendly, but still quite constrained when compared
with the large display and proper keyboard of a PC.

* But there are PCs everywhere - at home, in the office, in the Internet café.

o If a WEB Interface is created for the core applications of a mobile phone:

* Whenever you have access to a PC - any PC, not just your own - you could use your
phone using the big display and proper keyboard of the PC.

* You can use any PC as the peripheral of your phone.

: : . b))
e Web UI could become just as important as the native UL 7;

| ¥ —

* Added bonus - you could, for instance, read and answer ~ /I~

SMSs when you've forgotten your phone at home. \ \/\)\/L

-

C~_T

NOKIA
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Content Burner

e Manage your calendar using any browser.

¥Content Burner © - Login - Mozilla Firefox

File Edit ‘iew History Bookmarks Tools  Help

e 2>l [=]»] [
Coogle- [ =4

1 Search ~ G0 *BF Check - %, Autalink 'E AukoFil Subscribe - E Options £

Current Events for: 2 / 5/ 2007

i Session at ApacheCon
Location: Amsterdam

Add an event for this particular day:

. Type: | Appoirtmert v|

22 Title: I
27 249

Location: I

Manage Mews AHicles

Start Time: W; I_QG
End Time: M; W
Alarm? r

Alarm Date; m ' IE
Slarm Time: IE[; Iﬂ

Manage Todo Entries

Manage Important Links

Send THT to Contact

Wodify TXT Fitter

By courtesy of
graham@pixel8limited.com

loe " |@& 4
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Web Services

e Web server implies web services.

e What if there were a web service interface to all core functionality of the
mobile phone?

e A calendar is not really useful unless you can make it available to other people.
e Routine in the corporate world with centralized servers.

e A web service interface to the calendar would make it possible to create a
distributed peer-to-peer calendar application without any centralized server.

e The calendar would suddenly become meaningful in the context of friends or the
family.

e Integrate the PC and the mobile phone.

NOKIA
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PC- Phone Integration

e Phone web-server + browser plugm seamless use of phone from browser.

48

9 Zetor Restaurant Helsinki - Mozilla Firefox 101 =l
File Edit ‘Wiew Higtory Bookmarks Tools  Help
<i: - - L\Q’j ﬁ Ll hkepe e, ravinkolazetar . Fifengfbookingzfinde:s:. bl v | [ *' =

GOugle = Ietor reskaurant 'I <|> (| Search - {i_'i_i',J "5-’: Check = %::";\ AutkoLink El AukaFil Subscribe = E Cptions o @ zetor 2
> MENUZ » DRINKZ » BOOKINGZ » GROUPZ » KONTACT Bookingz: 020-1234-600

- MEDIA - HIZTORY - GAMEZ - MAP - LINKZ - FEEDBACK
LOCATION: HOME = BOOKINGE ZE-OR[ BOOK ME BABYI

Good timez at Zetor!

FPeople keep coming back to Zetor. .. we don't know whyll
Iz it a fetish for farmerz? A tribute to traktorz? A passion
for potatoez?

Whatever YOUR reazon, you won't be lonely!!

After you've made your booking, be sure to check our
latest menuz and drinkz! YWelcomel

BOOKIN
Under 20 people: Call 020 12343

5"“"“‘5 thigs book online {min. 48 h

dagpen al
Over 20 people: Go to our Groupz page
entertainment & activities, and ev|

0201234800

edit

call NOKIA

| Done | @ 4

After plugin installation,
all phone-numbers
become clickable.

Call, send an SMS or add
to contacts without ever
leaving your browser.

http://research.nokia.com/research/projects/contacts-browser-plugin/index.html
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New Messaging Concepts

e Currently the means for communicating with the phone are basically defined
by standards, phone manufacturers and operators,

e (Call, send SMS, send MMS.
* Or require custom clients.

e With generic HTTP access it is possible to create new messaging concepts
without a need for a-priori standardization or support from the operators.

e All the client needs is a standard web browser.

e Interesting from a cost perspective as well.

e If you already have 2.5/3G access - for instance, for browsing the web -
functionality similar to that of SMS can be provided essentially for free.

NOKIA

49 ©2007 Nokia  Mobile Web Server / 2007-04-30 / JWi (onnecting People



S0, mobsites are just like websites + some more?

Not quite.

NOKIA
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Cost of Data Transfer

e Two types - monetary and battery.

e Monetary goes eventually away by itself or does it?
e Flat rates are becoming more common, but with servers, hmm.
e Battery cost is not going anywhere in the immediate future.

e Common to both is that the moment traffic enter the wireless media, there is
cost, even if the access is later rejected at the mobile web server.

* Using WLAN solves the monetary cost problem, but makes the battery cost
problem worse.

* Except if your mobile happens to be plugged in.

NOKIA
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Access Control

* Reqgular access-control mechanism can be applied as such, right?

e NO
* The mere delivery of a request to the mobsite causes cost.
» Access control must be controlled before the request enters the wireless media.

* The reason for access control changes.

e Perhaps you don’t care who can see your pages, but you still might not want just
anybody to be able to drain your battery.

e Further, the content delivered by a mobsite may be context dependent.
e The access control may have to be context dependent as well.

NOKIA
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Security and Privacy

* Phone users are normal people - you can’t expect them to become website
administrators.

e Manage accounts and “answer support” calls when some has forgotten his
password.

e You don’t want to have a unique login/password at every mobsite you visit.

e It must not be possible to accidentally share personal data.
e But easy if you want to.

* The identity of someone calling or SMSing you is provided by the system.
* You should be able to provide similar level of trust when the access comes over the

web.
e Some single-sign-on mechanism is needed.

NOKIA

53  ©2007 Nokia  Mobile Web Server / 2007-04-30 / JWi (onnecting People



Availability

e With ordinary websites, administrators go to great lengths in order to ensure
the website stays up.

e With mobsites, the assumption can no longer be that the website is always
available.

e People turn off their phones.
* You run out of battery.

e Difficult to deal with if mobile phones were directly addressable, but easy when
you have an intelligent gateway in between.

e In fact, an intermediate gateway provides an answer to many questions.

NOKIA
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Litmus Test

e Without a good answer perhaps vou should not proceed...

Wouldn't it be better to simply upload
the stuff to a regular website and
share it from there?

e Then again, in some contexts a good answer might be - I don’t have
one and I don’t trust any providers.
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What if... iiu'i'.
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Currentl 50+ T dditional | $ «
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e Most websites will reside on mobile and personal devices.
e Does not imply that all meaningful content would do so.

e The bandwidth becomes an issue - there’re limited amounts of it.

e The cost becomes an issue - you pay for all access, if not in monetary terms then in
terms of battery consumption.

e The website context becomes an issue - there’s lots of it and it changes constantly.

e The timing becomes an issue - there is content that did not exist 5 minutes ago and
will not exist 5 minutes from now.

e The interactivity becomes an issue - content can be generated interactively and does
not exist before it is asked for.

e The character of searching changes - you can’t index content that does not yet exist.

NOKIA
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The Software

e Everything - terminal and gateway software - open sourced under the Apache
2 license.

e http://wiki.opensource.nokia.com/projects/Mobile Web Server
e http://opensource.nokia.com/mobile web server

e http://research.nokia.com/mobile web server

e http://sourceforge.com/projects/raccoon

e We hope that people will play around with the concept.

NOKIA
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Thank You

e Questions?

e email: johan.wikman@nokia.com

NOKIA
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